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Privacy Policy 

 

Data Controller – Ash Projects and Contracts Limited 

Data Protection Officer – Sonia Sykes 

Data Protection Principles 
As an employer, Ash recognises the importance of safeguarding personal privacy when dealing with 

information relating to its staff. Our policy is to comply with the Data Protection Act 1998 ('the Act') 

in all respects. The Act requires us to inform you of the data we hold on you and the purposes for 

which this data might be used. Additionally, the Act requires us to process your personal data in 

accordance with the following data protection principles: 

1. Personal data will be processed fairly and lawfully. 

2. Personal data will be obtained only for specified and lawful purposes and will not be further 

processed in any manner incompatible with those purposes. 

3. Personal data will be adequate, relevant and not excessive in relation to the purpose or 

purposes for which it is processed. 

4. Personal data will be accurate and, where necessary, kept up to date. 

5. Personal data shall not be kept for longer than is necessary for the purposes for which it is 

obtained. 

6. Personal data shall be processed in accordance with the rights of individuals. 

7. Personal data will be stored securely, and appropriate measures and appropriate measures 

will be taken against unauthorised or unlawful processing of personal data and against its 

accidental loss, damage or destruction. 

8. Personal data shall not be transferred to a country outside the European Union without the 

consent of the data subject. 

How do we collect personal data? 
We obtain your personal information through application forms/CV’s, induction paperwork and 

third-party data vendors for tax and referencing purposes.   

What personal data do we collect? 
Personal data we collect and hold on employees and contractors include: 

 Full name 

 Date of Birth 

 Address 

 NI Number/Tax Code 

 Bank account details 

 Convictions 
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 Driving licence details (including any points held) 

 Right to Work in UK documentation (such as copy of passport) 

 Pension details 

 Next of Kin/Emergency contact details 

 Medical information/Known disabilities 

 Education and qualifications 

 Employment history 

 Employment terms and conditions (ie. Pay, hours of work, holidays, benefits, absence) 

 Accidents connected with work 

 Training taken 

 Disciplinary action 

Why do we hold personal data about workers? 
We collect, maintain and process personal data about employees to enable us to conduct our 

business, in particular our payroll and HR functions. We also process personal data to enable us to 

comply with legal and tax requirements.  The legal basis we collect this data is known as the contract 

basis for processing personal data and is necessary to enable us to enter into an employment 

contract or contractor contractual relationship.  Failure to supply the data means we are unable to 

enter into a contractual relationship with you.   

To whom might we disclose personal data? 
We supply personal data to: 

 Individuals who are legally entitled to the information. 

 Those who provide us with electronic data processing services, technical initiatives of benefit 

to Ash, or other professional or management services such as payroll administration, 

insurance, health or legal services. 

 Any authority which we are required by law to disclose personal data to (for example, the 

Inland Revenue, the Health and Safety Executive etc). 

 Anyone to whom we are otherwise required to disclose it, for example, employees seeking 

access to their own personal data. 

Publication on the Internet 
Generally, the only personal data which would be on Ash’s website would be the name, job title, 

photograph, and contact information of staff. The purpose of this limited information is to enable 

the public to access appropriate contacts in accordance with the organisation’s aim to be open and 

accessible.  
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Sensitive personal data 
Certain information about you is regarded as "sensitive personal data" under the Act. We can only 

process such data under strict conditions. Sensitive personal data may only be processed if: 

 the individual has given explicit consent to the processing of the data; or 

 one of the other conditions set out in the Act applies to the processing. 

Sensitive personal data includes any data revealing: 

 your racial or ethnic origins; 

 your political opinions; 

 your religious beliefs or other beliefs of a similar nature; 

 your membership of a trade union or lack thereof; 

 your sexuality; 

 your physical or mental health or condition; 

 the commission or alleged commission by you of any offence, or 

 any proceedings or sentence imposed for any offence committed or alleged to have been 

committed by you. 

It is our policy always to keep any sensitive personal data we hold and process to a minimum. Unless 

we are permitted to do otherwise under the Act, we will also obtain your explicit consent before 

such data is processed. We may require processing sensitive personal data for the following 

purposes: 

 in relation to your physical or mental health or condition for maintaining sickness 

information and records relevant to your employment; 

 for equal opportunities monitoring; and 

 for any other purpose that is necessary to allow us to comply with our statutory obligations. 

 If we wish to carry out any additional processing which is not otherwise permitted under the Act, 
we will first obtain your explicit consent to the processing. 

Security of personal data 
Ash will ensure that adequate technical and organisational security measures are taken so that 

privacy is preserved whenever and wherever processing of personal data (including sensitive 

personal data) takes place.  

Access to personal data 
All staff are entitled to reasonable access to their own personal data to verify it and correct any 

inaccuracies. The Data Protection Officer aims to achieve an annual issue of data to all staff for the 

purposes of updating and verification of accuracy. If you wish to access your personal data at other 

times, you should submit a written application (commonly referred to as a "subject access request") 

to the Data Protection Officer describing the information that you seek. We will then process your 
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subject access request in accordance with the Act. Please note that certain types of information are 

exempt from this general right of subject access and which may not be disclosed to you. 

Updating personal data 
We wish to ensure that personal data is kept accurate and up to date. If you feel that your personal 

data may be inaccurate, please contact the Data Protection Officer to discuss the matter further. 

Updating the policy 
This policy may be updated from time to time to take account of changes in technology and to 

ensure compliance with any legislative changes. 

Misuse of employee data 
It is an offence under the Act for employees to disclose the personal data of others to third parties 

or to procure the disclosure of such personal data to third parties without the consent of Ash. Any 

misuse of personal data by employees will be treated extremely seriously and may constitute a 

disciplinary offence under the disciplinary procedure. If you are concerned about a request to 

disclose any employee information, please contact the Data Controller. 

Right to lodge a complaint 
Without prejudice to any other remedy, you have the right to lodge a complaint with a UK 

supervisory authority if you consider that the processing of personal data relating to you infringes 

the regulations of the Data Protection Act 1998 or the more recent General Data Protection 

Regulations 2018.   

How to obtain further information 
You have certain statutory rights concerning the provision by us of information regarding the way 

we store and process your personal data. If you wish to raise an issue relating to your personal data 

or data protection, please contact the Data Controller. 

The rights that you have under this policy do not affect any rights that you may have under the Data 

Protection Act 1998 or any other Act, rules or regulation including the General Data Protection 

Regulations.   


